WUndopmannoHHas naMsTKa AJ18 HecOBepILIEeHHOJIETHHX N0 BONpocam
KHOepOe30nacHOCTH

B ceTH «MHTEpHe™

KoMnbioTepHble BUPYCHI

KoMnbloTepHblii BUpPYC - 3TO pa3sHOBUIHOCTb KOMIIBIOTEPHBIX MpPOrpamM,

OTJIMYUTEJILHOH 0COOEHHOCThIO KOTOpOﬁ SIBJIIETCS CITOCOOHOCTDb K Pa3MHOXEHHIO

(xonupoBaHuto). B nononHeHWe Kk 3TOMY, BHUpPYCbl MOTYT [OBpPEAUTb WIIH

[TOJIHOCTBIO YHHUUYTOXXHUTb BCE (baﬁﬂbl W JaHHbIE, [TIOAKOHTPOJIbHLIE I10JIL30BATEJIIO,

OT UMEHM KOTOporo Oblia 3anyliueHa 3apax€HHas porpamMmma, a Takyke MNoBpeJUTh

WM JaXKe YHUUYTOXUTb ONepalMOHHYI0 cUCcTeMy co Bcemu dainamu B ueiom. B

60/bLIMHCTBE Cly4aeB paclpOCTPaHSIOTCs BUPYChl YEPE3 MHTEPHET.

MeToab! 3alUTBI OT BPeJOHOCHBIX NPOrpaMm:

1. Hcnonb3yit coBpeMeHHble ONMepaluUMOHHbIE CHUCTEMbI, UMEIOLLHE
cepbE&3HbIi YPOBEHb 3aLLUMTh!I OT BPEAOHOCHBIX NPOrpPaMM;

2. [locTosHHO ycTaHaBnuMBaih mnartuu (UM(pPOBbIE  3alMJaTKH,
KOTOpblE  aBTOMAaTHMYECKH YCTAHaBJIMBAIOTCS C  LEJbl0  O0paboTKH
nporpaMMbl) ¥ Apyrde OOHOBJIEHUS CBOEH OMnepalMOHHOH CHUCTEMbI.
CkauMBail uMx Tonbko ¢ o¢puuUManbHOro cairta paspaborunka OC. Eciu
CYLLUECTBYET peXXHM aBTOMATH4eCKOro OOHOBJIEHHS, BKIIIOUH €ro;

3. PaboTall Ha cBOeM KOMIbIOTEpE MO MpaBaMH M0Jb30BATENS, a
He aAMMUHUCTpaTopa. IJTO HE [03BOJMT OOJBIIMHCTBY BpPEJOHOCHBIX
NporpaMM HHCTAJJIMPOBATLCS Ha TBOEM NEPCOHAIBHOM KOMIBIOTEPE;

4. Hcnonb3yit aHTHUBHPYCHbIE [IporpamMMHble NPOAYKThI
M3BECTHBIX MPOU3BOAMTENEH, C aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. OrpaHuub  ¢GU3MUECKMH  [OCTYNn K  KOMIIbIOTEpY  Iis
NOCTOPOHHUX JIHL;

6. Mcnone3yii BHellHMe HOCHUTENM HH(GOpPMaALMHM, TaKUe Kak
dnewka, auck wuau  ¢ain u3 HMHTepHeTra, TOJNBKO M3 TpPOBEPEHHbIX
MCTOYHHKOB;

7. He ortkpbiBali KOMNblOTepHble (aiibl, MOJy4YeHHblE U3
HEHan&XKHbIX HMCTOYHMKOB. J[axce Te ailsbl, KOTOpble MNpHUCHan TBOH

3HaKOMbIH. Jlyullle yTOYHH y HEero, OTNpasJs Jid OH Tebe UX.



Ceru WI-FI

C nomowpto WI-Fi MoxxHO mony4yuTh OecrlaTHbIA MHTEPHET-AOCTYI B
O0IIECTBEHHBIX MecTax: Kade, OTesIX, TOProBeIX LeHTpax W a’ponoprax. Tak xe
SIBJISIETCSl OTJMYHON BO3MOXHOCTBIO BbIXoAa B MHTepHeT. Ho MHOrue skcrnepThl
CUMTAaloT, 4YTo obuienoctynusle WiFi ceTu He ABIAIOTCS O€30MacHBIMHU.

CogeTbl 110 6e30nacHOCTH paboTbl B 00meA0CTYNHBIX ceTax Wi-fi

1. He nmnepenaBaii cBoro  jM4HYyI0  UHpOpMaUHI0  yepes
obwenoctynHele Wi-Fi ceru. PaGoras B HMX, XXelaTelbHO HE BBOJHMTH
[apoJid JOCTyIa, JIOTUHBI U KaKHe-TO HOMEpa;

o Mcnonb3yii U OOHOBASM aHTUBUPYCHbIE [pOrpaMMbl U
Opanzamayap. Tem cambiM Thl 0Oe30macuib cedsl OT 3aKaYKU BUPYyca Ha TBOE
YCTPOHCTBO;

3 Ilpr wucnons3oBanuu Wi-Fi otkmoun dyuxumo «O6wmii
Joctyn K (Gainam u npuHTepam». JlaHHas (YHKUMS 3aKpbITa 110
YMOJIYaHHIO, OJHAKO HEKOTOphble I0Jb30BAaTe/d aKTHBUPYIOT €€ Iuid
ya00CTBa UCIONB30BaHUs B paboTe WK yueoe;

4. He wucnons3yit ny6muunbsii WI-F1 s nepemauu  JguYHBIX
JaHHBIX, HANIpUMep, s BBIXOAA B COLMATbHbIE CETH WUJIU B 3JIEKTPOHHYIO
nouTy;

) Hcnone3yi Tonbko 3amuileHHoe coequHenue yepe3z HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBoAM UMEHHO «https:/»;

6. B mo6unbHoM TenedoHe oTkimoun GpyHkuuio «Iloaknodyenre k
Wi-Fi aBromaTtuuecku». He pomyckali aBTOMAaTHYECKOro IOIKIIOYEHHS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounajabHble ceTH

CouMasnpHasi CeTh - 3TO CailT, KOTOPBIN MPEJOCTABISAET BO3IMOXKHOCTD JTHOISIM
OCYILeCTBJIATh OOLIeHHe Mexay coboil B uHTepHeTe. Yallle Bcero B HHMX IS
Ka)KJOr0 4YeJIOBEKa BBbIJCISETCS CBOs JIMYHAs CTpaHWuka, Ha KOTOpOH OH
yKka3bplBaeT O cebe pa3nuuHyro HHGOpMALMIO, HauyMHAas OT MMeHH, (paMHIIMU M
3aKaH4MBasl IMUHbIMU (oTorpadusmu. MHOrue nojp3oBaTe/Id He MOHUMAIOT, YTO
uHpOpMaLYs, pa3MelLleHHas UMH B COLMAIIBHBIX CETSX, MOXET ObITh Hai/eHa u
MCIIOJIb30BaHA KeM YroJHo, B TOM 4uCJle He o0s3arelbHO ¢ OnaruMu

HaMEPCHUAMU.



OcHoBHbIE COBETbI N0 0€30MACHOCTH B COLHAJIBHBIX CETHAX:

1. OrpaHu4b CIIUCOK Apy3eil. Y Tebs B Apy3bsiX He JOJIKHO ObITh
Clly4aiHbIX U HE3HAKOMBIX JIIOJIEH;

2 3amuinaii  cBO YacTHYK Jku3Hb. He ykaspiBail mnaponw,
TeneoHbl, aapeca, JaTy TBOErO PpOXIEHUS W APYIyI0 JIHYHYIO
MHpOpMaLIMIO. 3I0YMBILUIEHHUKH MOTYT HCNOJB30BaTh JAake HH(pOpMaIluio
0 TOM, KaK Thl ¥ TBOM POJIUTEIH IJIAHUPYETE [TPOBECTH KaHUKYJIbI,

3. 3alyInai cBOIO peryTalMio - Jep>KM ee B YUCTOTe M 3ajaBai
cebe Bompoc: xoten Obl Thl, YTOOBI ApYrHe MOJIb30BATENH BUJEINHU, UTO Thl
sarpyxaews? [logymail, npexxae yeM 4yTo-TO onyOMMKOBaThb, HamucaTb W
3arpy3uTh;

4.  Ecam Tbl roBopMllb C JIOAbMM, KOTOPbIX HE 3Haellb, He
MCMOJIb3YH CBOE peajlbHOe MMsI W JPYTYIO JIMYHYIO HH(QOpPMALUHU: HMS,
MECTO JKUTEJbCTBA, MECTO yUueObl U Npoyee;

5. M3beraii pasmelenuss Qotorpaduii B HMHTepHeTe, rie Thbl
u300pa’keH Ha MECTHOCTH, MO KOTOPOW MOXHO OINpeNeuTh TBOE
MECTOIIO0JIOKEHHUE;

6. Ilpu peructpauuu B  COLMAIBHOW CETHM  HEOOXOIUMO
MCIONIb30BaTh CJIOXKHBIE [1apoJjik, cocrosive M3 OykB U LUPp M C
KOJINYECTBOM 3HAKOB He MeHee &;

7. st counanbHO ceTH, MOYTHl U APYrMX CaWTOB HEOOXOAMMO
MCIOJNB30BaTh pasHble mnapoiad. Torma eciau  Tebs  B3JAOMAOT, TO

3JIOYMBILIJIEHHUKH [MOJIY4YaT AOCTYIT TOJbKO K OJHOMY MECTY, @ HE BO BCe

cpasy.

JIeKTPOHHbIE NeHbI'H

DIIeKTPOHHBIE JAEHBI'W — I3TO OYEHb YHOOHBIH Croco0 miarexei, OJHAKO
CYLIECTBYIOT MOLIEHHHKH, KOTOPbIE XOTAT MOJYYUTh ITH JIEHbIH.

DNeKTPOHHBIE JEHbI'H MMOSBUIIMCH COBCEM HEJaBHO U UMEHHO H3-3a 3TOT0 BO
MHOTHX roCyJapcTBax 10 CHX IOp He [IPOMHCaHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (PyHKIIMOHUPYIOT M O HUX YK€ NIPOTMCAHO B 3aKOHe, Tie
UX pa3lensioT Ha HECKOJbKO BHJIOB - aHOHUMHblE M He aHOHHMMHble. PasHuiia B
TOM, YTO aHOHMMHBIE - 3TO Te, B KOTOPbIX pa3peliaeTcsi MPOBOIUTH onepauuu 0e3
uaeHTU(DUKAMKM TOJB30BaTeNsl, a B HE AHOHMMHBIX HAEHTH(UKALMHU

MOJIb30BaTeJIs SBIISIETCS 0053aTEe/IbHOM.



Taxxe clenyeT pa3iuyaTh OJ€KTPOHHble (uaTHble JAEHBIH (PaBHbI
roCyJapCTBEHHBIM BaJlOTaM) M 3JIeKTPOHHbIE He(QHaTHBIE JAEHbIM (HE pPaBHbI
rOCyapCTBEHHBIM BaIOTaM).

OcHoBHbIE COBETHI 0 6e30nacHoil padoTe ¢ 3J1eKTPOHHBLIMH I€HbIraMH:

1. [TpuBsku K cyeTy MOOUIBHBIN TenedoH. DTO caMblil yI0OHbIH
1 OBICTPBIN CIOCOO BOCCTAHOBUTBH AOCTYM K cuety. [IpuBsizanHbiii TenedoH
TIOMOXKET, eCii 3a0yellb CBOM MUIaTeXHbIN MapoJib UK 3aiiiellb Ha CalT ¢
HE3HaKOMOI'0 yCTpOMCTBa;

2 Wcnonp3yit ogHopaszoBble mnapond. [locine nepexoma Ha
YCUJIEHHYIO aBTOpPH3aLUI0 Tebe yke He OyJeT yrpoxaTh OMacHOCTb KpaXku
WJIY [1epexBaTa IiaTe)XXHOro napoJs;

3. Beibepu citoxHblil naposnb. IlpectynHukam Oyaet He mpocTo
yrajaatb ClIO0XHBbIM naposibs. HanexxHele mapojiu — 3TO Mapoid, KOTOpbIE
coJepKaT He MeHee 8 3HaKOB U BKJIIOYAIOT B ce0sl CTPOUYHbIE U MPOIHCHBIE
OyKkBbl, LU(PBl ¥ HECKOJBKO CHUMBOJIOB, TaKMe KaK 3HaK JoJiapa, (yHTa,
BOCKJIMLIATENbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4 He BBOau cBoM JsMuHBbIE JaHHbIe Ha calTax, KOTOPbIM He

JIOBEpsieLUb.

JJIEeKTPOHHAS NMOYTA

DNeKTpOHHAsI OYTa — 3TO TEXHOJIOTHS M NPEeOCTaBIAeMbIE €10 YCIYTH M0
MEePEChUIKE U MOJYUEHHUIO JE€KTPOHHBIX COOOLIEHNH, KOTOpbIe paclpeelsitoTcs B
KOMIBIOTEPHOM ceTu. OOBIUHO 3JEKTPOHHBI IOYTOBBIA SIIMK  BBINISIAUT
CleyOlMM 00pa3oM: UMsl_TOJb30BaTe si(@uMs_1oMeHa. Takxke KpoMe nepeaayu
NPOCTOro TEKCTa, UMEETCsl BO3MOXKHOCTh NepenaBaTh (paibl.

OcHoBHbIE COBETHI M0 He30MacHOi padoTe ¢ INeKTPOHHOI MOYTOI:

1. Hano BbeiOpaTh mpaBuiIbHBIM 1O4YTOBbIM cepBuc. B MHTrepHete
€CThb OrpOMHBIM BbIOOp OecrjaTHbIX MOYTOBBIX CEPBHUCOB, OJHAKO Jy4dlle
JIOBEPSATH TEM, KOT'0 3HAELIb U KTO II€PBbIH B PEUTHHTIE;

2. He yka3piBali B JWYHOH IOYTe JMYHYIO HHOOpMaLHIO.
Hanpumep, nydiue BbIOpaTh «My3bIKajdbHBIH (aHaT@» win «pok2013»
BMeCTO «Temal3»;

3. Vcnonp3yiit IBYX3TAMHYI aBTOPM3aLMIO. DTO KOIZla NMOMHMMO

MapoJisi Hy’)KHO BBOAUTH KOJ, IPUCBLIaeMblii Mo SMS;



4. BbiGepu cnoxHbIH maposib. [Insi KaKAOro noyToBOro siIMKa
JOJDKEH OBITh CBOM HaJ@)KHBIHM, yCTORUMBBIN K B3JIOMY Mapoib;

3 Ecnu ectb BO3MOXHOCTb HamucaTb CaMOMY CBOW JIMYHbIN
BONPOC, UCTIOJIb3YH 5Ty BO3MOXKHOCTb;

6. HMcnonp3yil HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBuldd s
YaCTHOM TMEpPernucKH C ajapecaTaMd, KOTOPbIM Thl JOBepsiellb. ITO
3NEKTPOHHBIN ajipec He Ha/l0 UCMOJIB30BaTh MIPH pPerucTpauu Ha Gopymax
U camTax;

s He otkpbiBail Qailnbl U Japyrue BIOXKEHHS B IMUCbMax aaxe
€CJIM OHU NPHUUUIM OT TBOMUX Apy3el. Jlyulle yToUHU y HUX, OTIPABISIN JIU
OHU Tebe ITH (ailbl;

8. [Tocne okoH4yaHusi paboThl Ha IOYTOBOM CepBHCE Iepe]l

3aKpBITHEM BKJIaJIKH C caiiToM He 3a0yab HaXaThb Ha «BeIATHY.

KHﬁeDﬁVJUH/lHF HJIH BUPTYAJIbHOC U31€BATCJILCTBO

Kubepbynnuur —  mnpeciiefoBaHue  COOOILEHHUSMH,  COAEPKAIUMMH
ocKopOIeHus, arpeccuto, 3alyruBaHue; XYJIMTaHCTBO; coluanbHOe
OOMKOTHpPOBaHME C ITOMOLIBIO Pa3THUHBIX HHTEPHET-CEPBUCOB.

OcHoBHBbIE coBeTbI 10 Gopbbe ¢ KHOepOYIIITHHIOM:

1. He Gpocaiics B 60it. Jlyuiunii cnoco6: nocoBeTroBatbcs Kak cedst

BECTU M, €CJIM HeT TOro, K KOMY MOXKHO OOpaTMTbCs, TO BHadaje

ycniokoutscsi. Ecnau Tl HayHemb OTBe4aTb OCKOpPOJEHHUSIMH  Ha

OCKOpOJIeHHS, TO TOJBKO elle OOJbIIE pa30oXIKellb KOH(PIUKT;

2 Ynpasnsi cBoel kubeppenyraunei;
£ AHOHUMHOCTE B ceTh MHuMas. CyllecTByIOT CrocoObl

BBISICHUTD, KTO CTOUT 33 aHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XynuraHckuii oOpa3 BHUPTyaJbHOH IKHU3HH.

WurepHer Quxcupyer Bce TBOM ACHCTBHS W COXpPaHSAET UX. YJAIUTh UX

OyaeT KpaiiHe 3aTpyIHUTEJIBHO;

5. Benu cebs BeXIHBO;
6. Hrnopupyii e AMHUYHBIN HEraTHs. OnHopasoBsbie

OCKOpOUTEsIbHBIE COOOIIEHUsT Jy4lle WrHopHpoBaTb. OOBIYHO arpeccus

InpeKpamacTcs Ha HayaJIbHOW CTaJIUU;



s ban arpeccopa. B mnporpammax oOmeHa MIHOBEHHBIMH
COOOLIEHHUSAMH, B COLMAIBHBIX CETSAX €CTh BO3MOXXHOCTb OJIOKUPOBKH
OTIpaBKU COOOLIEHHH ¢ Ompe/e/IeHHBIX alpecoB;

8. Eciu Tel cBuzerens kubepOynnuura. TBoW  JeHCTBUS:
BBICTYIIUTH MPOTUB IpeciefoBaTelis, IOKa3aTh €My, 4YTO €ero JeicTBHS
OLIEHHMBAIOTCSl HEraTUBHO, MNOIJEpXKaTb JKEPTBY, KOTOPOH  HYyI)KHA
TICUXOJIOTMYECKasl MOMOILLb, COOOLIMTH B3pPOCIBIM O (DaKTe arpecCUBHOIO

IMMOBEACHUS B CETH.

MoOujabHbIH TesiedoH

CoBpeMeHHbIE cMapT(HOHBI U IJIAHIIEThl coAeprKaT B cebe BIOJHE B3POCIIbIi
¢GbyHKUMOHAN, W Temepb OHU MOIYT KOHKYPHUPOBaThb CO CTallHOHAPHBIMH
komrbloTepaMu. OHAKO, CPENCTB 3aIUUThI il TOJOOHBIX YCTPOHCTB MOKA OYEHb
mano. TecTtupoBaHHe M TIOHCK YS3BUMOCTEM B HUX IPOUCXOOWUT HE TakK
uHTeHCUBHO, Kak st [1K, To ke camoe kacaeTcss 1 MOOUJIBHBIX MPHIIOKEHHH.

CoBpemeHnHble  MOOUJIbHbIE Opay3epbl YK€ MPaKTUYECKH JOTHAJH
HACTOJIbHBIE aAHAJIOTH, OJHAKO paclidpeHue (yHKIUOHajla BiieyeT 3a COOOH
0O0JIBLIYIO CJI0)KHOCTh U MEHBIIYIO 3allUILEHHOCTb.

Jlaneko He Bce NPOMU3BOJAMTENH BBIMYCKAIOT OOHOBJEHHUS, 3aKpbIBalOILME
KPUTHUYECKHUE YSI3BUMOCTH AJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBeTBI AJisi 6€30NMacCHOCTH MOGHIBLHOIO TeJiehoHa:

Le Bynbs ocroposkeH, Benpb Korjga Tebe INpenajararoT OecriaTHbIH

KOHTEHT, B HEM MOTYT OBITb CKPBIThl KAKMe-TO IJIaTHbIE YCIYTH;

2 Jymaii, npexae 4dem otnpaBuTb SMS, ¢oto unu Buneo. Tol

TOYHO 3Haellb, I'’1I€ OHHU 6yL[yT B KOHEYHOM uTOre?

3. HeoOxomumo OOHOBIATH OMNEPALMOHHYIO CHCTEMY TBOEIO
cMapTdoHa;

4. Mcnonb3yil aHTUBUPYCHbIE TIpOrpamMmbl sl MOOMIIBHBIX
Tene(OoHOB;

5. He 3arpyxaii npuJIOKeHHs] OT HEW3BECTHOIO MCTOYHHUKA, BElb

OHH MOTYT COJlepKaTh BPELOHOCHOE MPOrpaMMHOe oOecreyeHHUeE;

6. [Tocne Toro kak Thl BBIMAELIL C CaiiTa, i€ BBOJIMWJI JIMYHYIO
MH(OpPMaLHIO, 3ali/IM B HACTPOHKHU Opay3epa u ynanu cookies;

1 [lepuoauueckn npoBepsii KaKue MJIaTHbIE yCIIYTH

AKTUBHPOBaHbI Ha TBOEM HOMEDE,



8. HaBaii cBOII HOMep MOOWIBHOrO TejedoHa TOJIbKO JIIOISM,
KOTOPBIX Thl 3Ha€Llb U KOMY J1OBepsellb;
9. Bluetooth gomkeH OBITH BBIKJIIOUEH, KOrjga Tbl HUM HE

nojab3yenibesi. He 3a0biBail HHOT 1A IPOBEPSITH ITO.

DUINHHT HJIH KPaXa JHYHLIX JaHHbLIX

['maBHast uenb ¢GuUMHC - Buga VIHTEpHET-MOLLUEHHHUYECTBA, COCTOMT B
NOJy4eHUH KOH(QUIEHIHATbHBIX JAaHHBIX MOJb30BaTe/leil — JOrHHOB U Maposei.
Ha aurnuiickom si3bike phishing uurtaetrcs kak ¢umunr (ot fishing — psiOHas
noBas, password — napoJib).

OcHoBHble cOBeThbI 10 60pbie ¢ PHILIHHIOM:

1. Cnenu 3a CBOMM akkayHTOM. ECiId Thbl [1003peBaelllb, YTO TBOSI
aHKeTa OblLTa B3jJI0MaHa, TO HEOOXOAUMO 3a0JIOKUpPOBAaTh €€ W COODLIMUTh
aIMUHHCTpaTOpaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yit Ge3onacHble BeO-CaiiTbl, B TOM 4YHCJIe, UHTEPHET-
Mara3suHOB U TIOUCKOBBIX CUCTEM;

3 Vcnonp3yit cioxkHble ¥ pa3Hble napoiu. Takum oOpasom, eciu
TeOsl B3JIOMAIOT, TO 3JIOYMbBILJIEHHUKH [0JIy4aT AOCTYI TOJbKO K OAHOMY
TBOEMY MPOQUIIIO B CETH, & He KO BCEM;

4. Ecnu Tebs B3jgoMaiu, TO HEOOXOAMMO MpeaylpeauTb Bcex
CBOMX 3HAKOMBIX, KOTOpbie 100aBlieHbl y Te0sl B ApY3bAX, O TOM, YTO TeOs
B3JIOMAJId M, BO3MOXKHO, OT TBOEro MMeHHM OyJeT pacchbuiaTbCs cham |

CCBUIKHM Ha (DULUMHIOBbIE CAMTBhI;

D YcraHoBH HanexHbIH naposb (PIN) Ha MOOWIIBHBIHN TenedoH;
6. OTk/II04K COXpaHeHHe napoJis B Opaysepe;
7. He oTkpbiBaii daiinbl u Apyrue BIOKEHHsS B MHUCbMax Aaxe

ec/I¥ OHM MPULIIM OT TBOMX Jpy3ei. Jlyulie yTOUHH y HUX, OTIPABIISIHM JIU

oHHu Tebe 3TU (aibl.





